[

O

¢

Lasll aoola
University of Alkafeel

Lol ) Adadl)

2021 — 2020 (ol o1} alad) [ JdSl) dnaly [ Aiil) dustigl) A8 [ oo gualad) byl duidid audd

PR A ) Al yal)
G sulall YL IS0 - gaail)

A3 g o gulall 4l
LElad g g 3

s ) ARy o)Al B}

Security of computer & Networks
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Week Syllabus
1st, 2nd, 3rd | Introduction, Symmetric Ciphers model: plaintext, encryption
algorithm, secret key, cipher text, decryption algorithm, A
Model of conventional encryption. Cryptography,
Cryptanalysis, block and stream cipher
4th Caesar Cipher The affine Cipher
5th, 6th Mono alphabetic substitution ciphers Shift ciphers
7th Hill cipher
8th Playfair cipher
9th Polyalphabetic ciphers Vigenere cipher
10th The Transposition cipher
11th Affine cipher
12th One-time pad
13th, 14th, | Cryptanalysis of a Symmetric key
15th
16th Euclid’s Algorithm
17th, 18th, | SYMMETRIC-KEY ALGORITHMS
19th -DES—The Data Encryption Standard, hers
-16 round Feistel system
20th, 21st | PUBLIC-KEY ALGORITHMS, -RSA, - Other Public-Key
Algorithms,
22nd ,23rd, | AUTHENTICATION PROTOCOLS,
24th ,25th | -Authentication Based on a Shared Secret Key,
-Establishing a Shared Key: The Diffie -Hellman Key Exchange,
-Authentication Using a Key Distribution Center,
-Authentication Using Kerberos,
- Authentication Using Public-Key Cryptography,
26th, 27th | OSI security Architecture, a model for network security,
EMAIL SECURITY -PGP—Pretty Good Privacy, SSMIME
28th, 29th, | Protocols of computer networks PROTECTION SERVICES:
30th 00 OS protection service: protected objects and methods of OS

protection, security of OS, memory and addressing protection,
fence protection

00 Database protection service:

00 Network protection service: IP and E-Commerce protection,
VPN and next generation networks protection
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Week Syllabus
1 Introduction to MATLAB Instruction
2 Implement Encryption by Caesar Cipher
3 Implement Decryption by Caesar Cipher
4 Compute the greatest common divisor (GCD)
5 Multiplicative Inverses Modulo n
6 First Exam
7 Hill cipher / Encryption
8 Hill cipher / Decryption
9 Encrypt by using Vigenére cipher
10 Second Exam
11 Decrypt by using Vigenere cipher
12 Encrypt by using Affine cipher
13 Decrypt by using Affine cipher

[1] Cryptography and Network Security, 7th Edition

[2] Handbook of Applied Cryptography
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[1] Defensive Security Handbook: Best Practices for Securing Infrastructure

[2] Network Monitoring and Analysis: A Protocol Approach to Troubleshooting

[3] Network Security Essentials : Application And Standards, 6Th Edition




